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This paper presents a working process in discovering the processes involved
in cyber risk assessment by using systematic literature review (SLR). Cyber
risk assessment is part of the risk management process of cyber security.
Various approaches were used in assessing cyber risk; thus, this research
tends to discover the process usually involved in the assessment part of risk
management. The objectives are to discover related literature through the
SLR and to identify variables used in assessing risk. A three-staged
systematic review was used in this SLR which is planning, conducting, and
reporting the review. The finding shows the variables discovered in each
process of assessment. The finding also shows that traditional processes of
1dentification, analysis and evaluation are still widely used in assessing risk.
A framework was produced based on the process and variables found. This
research would help to give a clear overview of how cyber risk assessment
usually being conducted and can be a good guideline at the assessing part

of risk management.

INTRODUCTION

Technologies have become a compulsory element and are a must for not only organizations, but
individuals to run their businesses. Technologies such as Knowledge Management systems (KMS) allow
organizations to gain vast business intelligence (Baharuddin et al., 2016). Organizational agility has also
become a necessary capability for organizations to compete and cope with the unprecedented changes in
the business environment (Zaini et al., 2020). With this increase in online business transactions,
organizations are exposed to various online threats that may harm their business operations. This cyber
threat can impact all areas of business operations, whether technically, by harming the IT infrastructure or
economically, which means a loss in terms of profit and cost to recover the harm done. Patel and Zaveri
(2010) outlined that the possible losses to the business caused by cyber risk are mainly loss of revenues,
including loss in controls, products, staff time, equipment damage, and loss in prevention (Patel & Zaveri,
2010). This situation is a risk in business and this risk which appears via an online network, is what we call
cyber risk, and anything connected to the internet is potentially exposed to these risks. To control this risk,
it needs to be assessed properly before another process of controlling can further proceed.
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In combating or minimizing cyber risk, we need to know the risk. According to RSA (2016), cyber risk
is exposure to harm or loss resulting from breaches of or attacks on information systems (RSA, 2016). We
would be unable to manage these hazards and threats if we did not know it. Assessing is the initial and
earliest process of managing risk. At this stage, organizations will get to know the available risk, know its
nature, and define its severity whether it is something that is tolerable or not to the organizations. Cyber risk
assessment is one of the stages in the risk management process. At this stage, the risk of the cyber-related
area will be assessed by through various methods and criteria to determine the level of harm caused (or may
cause) and the order of tackling it. There are Standards provided in applying risk management controls in
organizations, such as the ISO/IEC 27005, National Institute of Standards and Technology (NIST) Special
Publication 800-30, and British Standards 31000-2018. There are also policies produced for managing risk.
Somehow, there is a lack of a specific methodology or concept for handling this risk. During the literature
review phase, the researcher faces difficulty in retrieving literature that relates to cyber risk assessment. The
literature found was mostly non-empirical papers that would not represent the conduct of cyber risk
assessment process in-depth. Most searches return conceptual papers which discuss cyber risk in general
but not much on the assessment application of it. The guidelines and policies are general breakdowns which
are much being extracted from the standards mentioned above. Organizations may apply it differently by
looking at their controlling resource or capability to do it. However, it is hard to find how organizations
assess cyber risk as it will depend on their policy of risk management or best practices of the organizations.
It is best if a specific guideline is given in assessing the cyber risk to be used by organizations in a standard
manner. These various ways of assessing risk may impose problems in getting the precise idea of how cyber
risk is being handled and may not provide the best and most comprehensive way of assessing cyber risk.

OBJECTIVES

The objectives expected to be established at the end of this study are:
1. To discover literature published in cyber risk assessment that specifically discussed on cyber risk
assessment and the matters of conduct involved in assessing cyber risk, and
2. To identify the variables involved in assessing cyber risk.

LITERATURE REVIEW
Cyber Risk Assessment

Risk assessment in information security determines the value of the information assets, identifies the
applicable threats and vulnerabilities that exist (or may exist), the existing controls and their effect on the
risk identified, determines the potential consequences, and finally prioritizes the derived risks and ranks
them against the risk evaluation criteria set in the context establishment (Lachapelle & Halili, 2015).
Meanwhile, Cyber risk assessment has the same definition which is the process of identifying, analyzing
and evaluating risk (Cybersecurity Risk Assessment, n.d.). The basic concept of ISRM is that before any
preventive action or measurement taken, the risk must be known first. Proper action can be carried out if
all the risks are accurately listed out and the things that may be affected by it such as possible damage,
where it will occur, when, how or the probability for it to appear. This is the stage where all the risks should
be assessed, and it is known in ISRM process as risk assessment. Cyber risk is equivalent to any risk that
would occur in any field and should be handled accordingly. In assessing cyber risk, the management
process is as according to ISO/ IEC 27005, which involves three (3) stages of risk identification, risk
analysis and risk evaluation. These steps are also known as Context Establishment process in ISRM.
According ISO/IEC 27005 (2011), Context Establishment involves setting basic criteria necessary for
ISRM, defining scope and boundaries, and establishing appropriate organization operating the ISRM (ISO,
2011). It is the earliest stage in ISRM where the initial process of risk management takes place. It is the
most vital part of risk management, and it should be done carefully as the success of managing risk depends
on this part of the process. The National Institute of Standards and Technology (NIST) also highlighted the
importance of risk assessment process as it mentioned as risk assessments are a key part of effective risk
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management and facilitate decision making at all three tiers in the risk management hierarchy including the
organization level, mission/ business process level, and information system level (Stoneburner, et al., 2002).

One common approach to cyber risk assessment is event-based analysis which usually considers adverse
events, effects, and path through a system, then estimate the effort/ likelihood and impact of such attacks
(McNeil et al., 2018). Event-based analysis is an attempt to find vulnerabilities and possible attacks that
may come through the information system. It is a real process estimation by the subject matter experts of
handling cyber-attack by estimating the likelihood of the attack and the impact it may give to the system.
Another cyber risk assessment approach is capability-based which combines system and knowledge from
system stakeholders with a database of reusable expert cyber knowledge (Llanso et al., 2017). This
approach determines the cyber threat exposure of system assets (people, processes, and technologies),
identifies the importance of each asset to mission success, and produces a prioritized list of recommended
mitigations based on a stated level of risk tolerance.

There are also other approaches that can be applied in cyber risk assessment which are the compliance-
based and loss-based approaches. Compliance-based help organizations to map with the cybersecurity
policies and matches whether it is really comply with it (PCI Security Standards Council LLC., 2015).
Meanwhile loss-based approach consider risk in terms of annualized loss expectancy (ALE) which is the
product of single loss expectancy (SLE) and annual rate of occurrence (ARO) (Czagan, 2014).

Cyber Risk Identification

Various definitions given in explaining the meaning of cyber risk identification. ISO31000 (2018)
explains the purpose of cyber risk identification is to find, recognize and describe risks that might help or
prevent an organization achieving its objectives. Organizations can use a range of techniques for identifying
uncertainties that may affect one or more objectives. Meanwhile, according to ISO-IEC27005 (2011), the
purpose of risk identification is to determine what could happen to cause a potential loss, and to gain insight
into how, where and why the loss might happen. The organization should identify sources of risk, areas of
impacts, events (including changes in circumstances) and their causes and their potential consequences.
The aim of this step is to generate a comprehensive list of risks based on those events that might create,
enhance, prevent, degrade, accelerate or delay the achievement of objectives. It is important to identify the
risks associated with not pursuing an opportunity. It is the process of recognizing and understanding
potential threats, vulnerabilities, and risks that could negatively impact an organization's digital assets,
systems, data, or operations. This process is a critical component of cyber risk management and serves as
the foundation for mitigating potential cyber threats effectively. Comprehensive identification is critical,
because a risk that is not identified at this stage will not be included in further analysis (ISO31000).

Cyber Risk Analysis

Cyber risk analysis is a systematic approach to identifying, assessing, and mitigating risks associated
with information technology systems and data. It helps organizations protect their assets, maintain business
continuity, and comply with regulatory requirements (ISO-IEC 27005). Analysis of cyber risk is vital to
the organization in maintaining its business objectives. It would help an organization to make accurate
decision making in allocating its resources. Managing cyber risk would require the organization to assess
its capability in handling the risk. Resources might be limited, but with proper analysis, it will help reduce
and mitigate the problem of cyber risk efficiently thus ensuring business runs smoothly.

Cyber risk analysis also helps an organization to enhance its ability to comply with the regulations.
Proper analysis will show the most accurate and precise direction in managing risk. This would help it to
be in-line with the overall regulation of the organization risk management. With a proper analysis, the
organization would be proactive towards defense against potential cyber threats. The data gathered from
the analysis would enable organizations to be always prepared and informed about any future potential
threats that may come and even if there are threats, they will know how to manage the problem.
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Cyber Risk Evaluation

Cyber risk evaluation is the phase after cyber risk is identified and analyzed. According to ISO-
IEC27005 (2008), risk evaluation is a list of risks with value levels assigned and risk evaluation criteria. It
is the process of determining the significance of identified risks in a cybersecurity context, with the goal of
deciding how to address them. It builds on the findings from cyber risk analysis by assigning values or
priorities to those risks. With proper evaluation, organizations may get an idea of how to address any cyber
related risk and may decide what is the best action to be taken considering other factors such as the resources
available and its capability. The risk might be overcome or mitigate so that it will reduce the damage it may
cost the organization. Some of the tasks in evaluation are establishing criteria and measuring the risk.
Organization may set certain criteria for the risk identified and analyzed and assign its impact value to the
organization business rules. By doing these, risks can be prioritized according to their value and enable
organizations to prioritize all risks whether they are high, medium or low priority risks. At the end, the
organization will have sufficient data to decide whether risks are to be accepted, transferred, mitigated or
avoided. Although these risks may impact on the overall business operation of the organization, it would
help to reduce the loss and help the organization to make the best decision in reducing these losses.

METHODOLOGY
Design

A systematic review is a method of making sense of large bodies of information and a means of
contributing to the answers to questions about what works and what does not (Petticrew & Roberts, 2008).
It is a methodical way to identify, evaluate, and interpret the available studies conducted on a topic, research
question, or phenomenon of interest (Kitchenham & Charters, 2007). Stages of the systematic review were
developed in this research. According to Joanna Briggs Institute (JBI), SLR entails a three-stage approach,
(Introduction to JBI Systematic Reviews - JBI Manual for Evidence Synthesis - JBI Global Wiki, n.d.).
These stages are the same as mentioned in the SLR phases by Kitchenham (2007). Table 1 shows the stages
of systematic review in this research based on the JBI model.

Table 1: Stages of Systematic Review

Stages Details
Planning the review Specifying the search terms
Selection of the most popular online database
Conducting the review Apply search terms on the selected online database

Apply the inclusion and exclusion criteria to get a
precise finding
Reporting the review Evaluating the result

Data Collection
Planning the Review

There are four keywords identified as best to be used to search papers related to cyber risk assessment.
According to ISO27001, the risk assessment process consists of three phases, namely, risk identification,
risk analysis, and risk evaluation (ISO 27001, 2013). These phases are being used to determine different
types of risk. Therefore, these three risk keywords will also be used for the search terms together with risk
assessment. As this research tends to look at the risk in cyber, the search keywords in the systematic review
are cyber risk assessment, cyber risk identification, cyber risk analysis, and cyber risk evaluation.
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Table 2: Definition of the Search Terms

Search term Definition

Cyber risk assessment Cyber risk assessment is the process of identifying, analyzing, and evaluating risk
(Cybersecurity Risk Assessment, n.d.)

Cyber risk identification the process of determining what could happen to cause a potential loss, and gaining
insight into how, where, and why the loss might happen (I S O ISO, 2011)

Cyber risk analysis Steps in looking at the likelihood of it happening or its occurrence probability
(McNeil et al., 2018)

Cyber risk evaluation Process of giving a score on the risk’s severity and likelihood (International
Standards Organisation ISO et al., 2008)

These terms will be used individually as the researcher tends to find specific literature related to each term.

Literature Retrieval

This study focuses on articles from journals and proceedings. This is because the researcher tends to
look for research-related cyber risk assessment papers. Online databases chosen for the retrieval are aligned
with the focus articles and popularity. The list of online databases selected for the search is listed below:

Table 3:  Table 3: Literature and Online Databases

Focused literature Online Databases
Journals and Proceedings ACM Digital Library, Emerald Insight, IEEE Explore, Science Direct,
Scopus, Web of Science

During the search, all the search terms as Table 2 are applied to each online database. The initial search
results are accepted as the number considered as the initial finding of the review. At this stage, the numbers
are big as no screening has been done for the results yet. Statistics for the number of searches were produced
for each search term applied.

Conducting the Review

Inclusion and Exclusion

Inclusion and exclusion criteria ensure the selected studies are relevant and related to the current study.
This criterion is vital to systematic review as it will determine the most accurate literature being accessed in
this SLR. The consideration was only for articles in journals or proceedings written in the English language.
The papers must also be published after the year 2000 as, during this period, cybersecurity and the activities
of cyber criminals started to evolve, and so many types of cyber criminals surfaced. The growth of the internet
was huge during this period, and the first hacker group was also developed during this time (History of Cyber
Security - Cyber Security Degree, n.d.)

Table 4: Inclusion and Exclusion Criteria

Criteria Decision

Keywords existed in the title, abstract, or content of the paper Inclusion
Papers from Journals article Inclusion
Full-text article Inclusion
The paper was published in scientific peer-reviewed journals Inclusion

Papers that are duplicated within the searched documents and sources Exclusion
Papers that are not accessible Exclusion
Papers are written other than in the English language Exclusion
Papers that are not primary/ original research Exclusion
Papers published before the year 2000 Exclusion
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The screened results were further filtered to make sure the most suitable papers were selected for the
review. According to Anwar (2015), result filtering can be done by applying the relevance criteria (Anwar,

2015). The papers are considered not relevant if it has at least one of the following criteria:

Table 5: Relevance Criteria

Criteria Decision
1 Its focus is not on the assessment of cyber risk Exclude
2 It does not mention any assessment part of cyber risk, either identification, analysis, or | Exclude
evaluation of cyber risk

3 It does not have any explanation of the cyber risk being addressed in its content Exclude

4 The risk assessment is not in a cyber-related area Exclude

5 Short papers with 2 pages or less Exclude

6 It has no author Exclude
STUDY FINDINGS

Based on the PRISMA flow diagram for systematic reviews, below are the overall results of the
systematic literature review for cyber risk assessment.

Records identified from
. _ Duplicate records removed:
5 ACM Digital Library = 22 ACM Digital Library = 2
s Emerald Insight = 20 Emerald Insiaht = 3
e IEEE Explore = 14 ferald nsignt =
= s —> IEEE Explore = none
= Science Direct = 78 _
] Seopus = 86 Science Direct =6
2 Wet?of gcwence =85 Scopus =2
Web of Science = 25
v
"
o Records from all databases combined =269 | .| Inclusion and Exclusion
£ Excluded records = 243
3 v
s
2 | oo nd i %5 _|
Records after inclusion and exclusion = 26 — Reports not refrieved = 7
v
— 3
I Eligible records = 19 I
-
£ ¥
=2
2 Journal Article = 10
Conference Proceedings = 9
N’

Figure 1: SLR Flow Diagram for Cyber Risk Assessment

The final papers found from the SLR were read through and were categorized into several areas;
year of study, research field, country of origin, method of research, theory used, and research focus. The
figure below presents a summary of the findings.
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Figure 2: SLR Summary

The result summary above is useful to get a better insight into the papers and provide good details
references on research done on cyber risk assessment. Going further, 3 main variables were found used in
these papers in assessing cyber risk which are cyber risk identification, cyber risk analysis, and cyber risk
evaluation. The table below presents the summary of the variables from each author and their dimensions.
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Table 6: Summary of Dimension of Independent Variable (IV)
Cyber Risk Identification Cyber Risk Analysis Cyber Risk
Evaluaticn
=
g =)
2 =
s 3
€ ] @ 7]
= & = @
Authors ] 2 2 £
3 = B 2
2 & ()
o = = £
fir) 2 g =
= = 5 g g © —
Q = =] - = [=]
g £ E E 93 g = 5 £ | & £
- © = = = = Q = = ] o =]
g T o - =g £ B Q 53 2] o
2 5 8 § T& £ 2 E % | B B
z = = = O i & e &z &
Adaros-Boye, C. etal , 2021 N v N N
Akinrolabu & Martin, 2019
Al-Turkistani, & Alfaadhel, 2021 v
Asplund, et al, 2019 Y + A
Biswas & Mukhopadhyay, 2018 Y . Y
Biswas, B. etal. 2022 " il ) ) .
Bolbot, V. etal. 2020 3 < ¥ + + g +
Capodieci, A. etal,, 2020 A )
Ficco, M. etal, 2017 ‘ A \" v
Gunes, B. et.al, 2021 4 4 y Y
Handa, A etal. 2019
Hemanidhi, A. et al, 2015 v v A
Jeamaon & Khemapatapan, 2022 Y . y Y
Khodabakhsh, A. etal. 2020 A ‘ v v
McNeil, M. etal, 2018 + y W
Rafaiani. G. et.al. 2021 \ Y
Sheela, A etal, 2019 v ¥
Suloyeva, $. etal, 2019 ¥ 8 4 W
Tam & Jones, 2018 Y

This led the author to found the variables in each of the processes of cyber risk assessment as below figure.

Cyber Risk Identification

. Assets (People, process, technology)

. vulnerability

. Type of threat/ hazard (offensive
capability)

. Attack vector

. Available Control (defensive capability)

(Adaros-Boye, C. et.al. ,2021; Al-Turkistani
& Alfaadhel, 2021; Asplund, et.al.,
2019;Biswas & Mukhopadhyay, 2018;
Biswas, B. et.al., 2022; Bolbot, V. et.al.,

2020; Gunes, B. et.al., 2021; Hemanidhi, A.

et.al.,2015; Khodabakhsh, A. et.al., 2020;
McNeil, M. et.al., 2018, Rafaiani, G. et.al.,
2021; Suloyeva, S. et.al., 2019; Tam &
Jones, 2018)

Figure 3: Variables of cyber risk assessment process

Cyber Risk Analysis
. Likelihood

. Severity/ impact

Cyber Risk Evaluation

. Risk score

. Risk criteria

. Risk rating

(Akinrolabu & Martin, 2019; Asplund,
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DISCUSSION

In cyber risk identification, risks are identified mainly from the three elements of people, process, and
technology, which these elements are considered assets to organizations (Adaros-Boye, 2021). In any
organization, people, processes, and technologies are the elements that would drive their performance and
productivity. It is considered an asset, and any harm to it will cause losses. The type of threat would define
the vulnerability level of the assets to the possibility of cyber-attacks (Al-Turkistani, 2021). Vulnerable
assets would easily be exposed to harm by cyber attackers and need to be identified before further action to
overcome the possibilities of cyber-criminal activities. The attack vector is a path or means by which an
attacker or hacker can gain access to a computer or network server to deliver a payload or malicious
outcome. It is interrelated with the vulnerability of the assets. McNeil (2018) in his work listed available
control as a defensive capability that needs to be identified for mitigating the issues of cyber risk.

Cyber risk analysis is a process after identification in defining the likelihood of a cyber-attack and its
severity. Likelihood in the framework of cyber risk analysis was conceptualized by Biswas (2022). It stated
in the research that the likelihood of cyber-attacks is needed in mitigating the cyber risk issue. This can be
done by rating the risk and defining its severity. The ranking is the risk rating under the cyber risk analysis
process.

Cyber risk evaluation in the framework was conceptualized mainly from the theory by Hemanidhi
(2015). Hemanidhi in its research came up with a risk metric that produces risk score. The score is used to
determine how an organization can cope by accepting the risk and mapping with the best control for each
risk.

LIMITATIONS AND RECOMMENDATIONS

The lack of a specific methodology for assessing cyber risk leads the author to look for the best approach
to assessing cyber risk. SLR is the best way to look for papers in cyber risk assessment, as limited papers
are produced on this topic. This article shows the steps in conducting a systematic literature review for
cyber risk assessment. After some extensive and detailed search, the result returned numbers of the most
relevant papers in the related area. The process involved in assessing cyber risk based on various research
papers done in various fields was discovered from this literature. The findings help to produce a simple
framework based on variables and dimensions found in the conduct of cyber risk assessment. Through this
SLR, the main variables in cyber risk assessment in the risk management process are seen as the same in
identification, analysis, and evaluation. Somehow, the dimensions in each variable appear to vary according
to the preferred cyber risk assessing process done by each organization. This framework, however, might
be useful in discovering all the different dimensions that should be considered in all the stages of
identifying, analyzing, and evaluating cyber risk. Although organizations may not be able to go through all
the processes as shown in the framework because of factors such as resource capability, it may guide them
to consider the dimensions that are related to their operation in assessing cyber risk.

This research, however, is limited to the assessment part of the overall risk management process. It is
at the phase of assessing cyber risk but not on the treatment of the risk. The terms used in the SLR are
specific based on the risk assessment process according to the standards from ISO27005. An exact match
search method was used to find papers from the exact terms. This would not allow any keywords outside
of the terms used to appear in the searched results. Although the search results came back specific and very
precise to the related field, it may miss related papers in cyber risk assessment that are being used with
different keywords. The online databases used for the search were limited to the mentioned 6 major online
databases. It may provide more data if more online databases are used in the SLR.
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CONCLUSION

This study has provided an overview of the variables involved in each cyber risk assessment process.
The systematic literature review helps to discover the most related cyber risk assessment literature and each
element assess in the whole assessing process. The traditional foundation of risk management is still being
used, but the approach of implementing it is based on other supporting theories that can be useful in
achieving the objectives of the study.
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